“Companies lose up to $3,000 per year
per employee due to non-business

related Internet activity” (IDC Research)

“Over the past four years, the number of
reports of child pornography sites to the

National Center for Missing & Exploited
Children (NCMEC) has grown by almost

400 percent.” (Christian Science Monitor)

Protection from inappropriate internet
content at home, school or at your

place of business is our only business.
Firewall Servers
P.O. Box 500
Barker, Texas 77413
Ph: 281-647-6484

Email: info@firewall-servers.com

www.firewall-servers.com

iISentryIII—

Content Filtering Appliances

“Firewall Servers iSentrylll™ Content Filtering Appliances provides the
best price/performance for home, SOHO, schools, libraries and
business.”

Preventing objectionable Internet content from being accessed can be a daunting task.
In the past, libraries, schools, government agencies and business have spent millions
of dollars trying to keep up with the daily addition of 500,000 new web pages.
Unfortunately, a high percentage of these are inappropriate, sometimes illegal or
dangerous and non-productive web pages.

Small offices and home users (SOHO) have had few options, most expensive, to
counteract this deluge of unsuitable content. Schools and libraries that receive eRate
funds are mandated by congress under CIPA to provide web content filtering.

The innovative iSentrylll content filtering appliance meets everyone’s needs by
providing just the right scaling of hardware for the best possible price without increasing
response times or sacrificing filtering accuracy. 1Sentrylll will:

e Prevent viewing of objectionable inappropriate content

e Five filter groups allows distinct filtering criteria to be applied
based on the member’s age, job function, etc.

e Bypass feature permits temporary access outside of the group’s
defined web viewing parameters

e Prevent downloading of executable files and copyright material
such as music

e Automatically update the blocking database to add the latest
objectionable pages

Plug-and Play is truly achieved with the iSentrylll appliance family. The unit is shipped
with all of the software installed and fully tested. Installation is accomplished by
connecting one Ethernet cable from the appliance into your router/firewall and one
Ethernet cable from the appliance to your switch.

Setup is accomplished through the administrator’s console utilizing the integrated
Webmin GUI. There are no files to compile, merge or link.

iSentryll, iSentrylll and Engima Firewall are all trademarks of Firewall Servers
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iISentryIII~ Features and Benefits

Fully integrated Appliance Superior Web Filtering

Each iSentrylll is delivered as a fully integrated Multiple web filtering techniques assures the most
hardware/software system configured for one group, reliable and consistent prevention of undesirable
transparent operation. After installation, additional groups content. Each user’s request is checked against a
can be easily activated. Choice of filtering criteria is selected resident database for banned URL addresses, file
from the administrator’ console. A one year update types, keywords and regular expressions.

subscription is bundled with each iSentrylll appliance.

Ease of Installation User Defined Options

Each unit is shipped with all software fully installed, User defined Trusted-Only list — allows only user
tested and ready for operation. Typical installation time specified sites to be accessed.

Is 10 minutes. There are no changes' to be made to the Login Protection — Login can be required for users to
user’s workstations. Supports mixed installations of OS: access the web.

Windows 98/ME/2000/NT/XP; Mac, Unix as well as most Banned Site Bypass — With administrator defined
browsers: Firefox, IE, Opera, etc. password, user may access a banned site.
Reporting 5 User Groups

In depth reporting is available through the integrated Up to 5 unique groups can be defined to provide
log analyzer. Data is presented in both tabulated custom filter criteria for diverse users based on age,
text and in graphical format. job description, religious preference, etc.

Price/Performance Optimization

Three standard models are available, each optimally configured to provide the best price/performance content filtering
appliance in the industry. All utilize high performance, stable technology designed to achieve the highest performance
at the most competitive price. When properly sized to fit the specific installation there will be no noticeable degradation
in web browsing performance.

MODEL DESCRIPTION

iISOHO For home/small business (up to 49 workstations)

iSentrylll-B For schools, libraries and businesses with up to 599 workstations

iSentrylll-C For businesses with up to 1000 workstations

ISentrylll-D For businesses for greater than 1000 workstations (custom quote)

Note 1: When all workstations are in a single group. Multiple groups require a simple change to be made to the proxy
settings in the browser for all units outside the basic transparent group.




PRODUCT iSOHO iSENTRYIII-B iSENTRYIII-C

Max concurrent
sessions (see Note 1) 49 599 1000
Blocking database 12 Months 12 Months 12 Months
updates

FREE FREE FREE
Ready to run INCLUDED INCLUDED INCLUDED
integrated appliance
Content filter INCLUDED INCLUDED INCLUDED
application with pre-
configured firewall
One year warranty - INCLUDED INCLUDED INCLUDED
parts & labor
No per-seat license INCLUDED INCLUDED INCLUDED
Phone installation FREE FREE FREE
support

NOTE 1: Workstation concurrency is the number of workstations that can simultaneously access the
network through an iSentryIII unit without degrading response time performance.

Hardware

The iSentrylIll Appliance is packaged as a small table top unit measuring 2.5" H x 10.7" D x 11.6" W. The unit is
complete with hard drive, two 10/100 Ethernet ports, VGA and keyboard ports. CPU speed and system memory
are optimized for the number of concurrent workstations.

Software
e Custom hardened version of Linux.
e iSentrylIll Proprietary application software.
e iSentrylIll blocking list and one year's update subscription is included (except iISOHO model).
e Comprehensive reporting

Update Subscription pricing includes one year's update subscription . Updates are made bi-weekly and
are automatic with no user intervention required.

Warranty One year warranty on parts, software and labor.

M oney Back Guarantee Tth iSentrylII products come with a 30 day money back guarantee. Product may be returned within 30 days
from date of shipment for a full refund of the appliance purchase price. Shipping and handling charges will not be refunded. Prior to return, an RMA number must
be obtained and clearly marked on the outside of the package. To obtain an RMA, email: techsupport@firewall-servers.com . Include in the email the
Serial Number from the tag on the bottom of the unit. Product must be returned freight pre-paid in the original packing box and arrive undamaged. Refund will be
made within three (3) working days after receipt and inspection and is determined to be in original working condition and that all supplied accessories have been
returned.iSentry,
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